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Abstract 

Design patterns represent the best methods used by object-oriented software developers; 

it's defined as of repeatable solution to a commonly occurring problem in software 

design. It typically described regarding several aspects, such as intent, structure, 

behavior, and sample code. It can accelerate the development process by providing 

tested, proven development paradigms. 

Recently, design pattern approach evolved to be a widely used for solving general 

problems and facilitating reuse. One computing domain where design patterns can serve 

an important role is software security. This can be achieved by creating new patterns to 

solve existing security problems. 

The patterns were derived by generalizing current best security design practices. Security 

Pattern is utilized for describing a particular repeated security problem that arises in a 

software system and presents an appropriate approach for its solution. It categorized 

according to patterns names such as Single Access Point, Check Point, Roles, Session, 

Full View with Errors, Limited View, and Secure Access Layer. 

This thesis focused on Check Point pattern which organizing security checks and their 

repercussions; it analyzes the Check Point pattern's structure and investigates requests 

about programs to the pattern and the relation between security and design patterns. 

Finally attempted presented some of the intuitive requirements when the user requirement 

found inaccurate or false. 
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 الخالصة 

اٌحً  أٔٗ عٍى حعشيفٗيخُ  ّطٛسْٚ بٛاسطت اٌبشِضت اٌّٛصٙت؛اٌ يسخخذِٙب اٌخي اٌطشق أفضً اٌخصّيُ أّٔبط حّزً

 ٚاٌسٍٛن، ٚاٌبٕيت، إٌيت، ِزً صٛأب، بعذة ٚصفٙب يخُ ِب ٚعبدة. شبئعت ّشىٍتٌفي حصّيُ اٌبشِضيبث  ٌٍخىشاس ًمبباٌ

 .اٌخّٕيت ّٔبرس أربخج ، اٌخّٕيت عٍّيت حسشيع يّىٓخخببس اال حٛفيش خالي ِٓ فئٔٗ. صزء ِٓ بشٔبِشٚ

 إعبدة ٚحسٙيً اٌعبِت اٌّشبوً ٌحً ٚاسع ٔطبق عٍى سخخذَِ ٌيىْٛ اٌخصّيُ ّٔظ ٔٙش حطٛس األخيشة، اآلٚٔت ٚفي

 يّىٓ. اٌبشِضيبث أِٓفي  ٘بِب دٚسايىْٛ ٌٙب  أْ حسخطيع اٌخصّيُ أّٔبط حيذ ٚاحذ٘ٛ  حبسٛبي ِضبي. االسخخذاَ

 .اٌمبئّت األِٕيت اٌّشبوً ٌحً صذيذة أّٔبط بئٔشبء رٌه ححميك

 إِٔيت ِشىٍت ٌٛصف األِٓ ّٔظ يسخخذَ. األِٓ خصّيٌُ اٌحبٌيت اٌّّبسسبث أفضً حعّيُ خالي ِٓ األّٔبط حىٛٔج

 ٚصٛي ٔمطت ِزً أّٔبط ألسّبء ٚفمب حصٕيفٙب يخُ. ٌحٍٙب ِٕبسبب ٔٙضب ٚحمذَ اٌبشِضيبث ٔظبَ في حٕشأ ِعيٕت ِخىشسة

 .اآلِٓ اٌٛصٛي ٚطبمت ِحذٚد، عشض أخطبء، ِع وبًِ عشض صٍست، ٚاألدٚاس، االخخيبس، ٔمطت ٚاحذة،

 ٔمطت ّٔظ ٘يىً ٚيحًٍ ٚحذاعيبحٙب؛ األِٕيت اٌخفخيش عٍّيبث حٕظُ اٌخي اٌخحمك ٔمبط ّٔظ عٍى شسبٌتاٌ ٘زٖ ٚسوزث

 حمذيُ حبٌٚج ٚأخيشا. ٚاٌخصّيُ األِٓ أّٔبط بيٓ ٚاٌعاللت إٌّظ إٌى ببٌبشاِش اٌّخعٍمت اٌطٍببث في ٚيحمك اٌخحمك

 .خبطئت أٚ دليمت غيش اٌّسخخذَ ِخطٍببث ٚصذث عٕذِب بذيٙيت اٌّخطٍببث بعط
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